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ISOC Trust Framework — An Integrated Approach
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ISOC Trust Framework — Technologies of Trust

Trust
technologies

Technical building blocks
for trusted networks,
applications and services

» Confidentiality
» Authentication

> Integrity



Encryption
P Should Be the Norm for Internet Traffic
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Where Are We?



Connecting Securely with Websites through
HTTPS

Across Google

This chart represents the percentage of requests to Google's servers that used encrypted connections.
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Globally (of all web traffic) around 45% of page loads on the Web
use HTTPS** (June 2016)

7
* www.google.com/transparencyreport/https lgter_mtat 6_=}T-
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Encrypted Traffic by Country (HTTPS)
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How Much e-mail Encrypted in Transit?
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Challenges — Political and Technical

Encryption can help “bad actors” hide communications.
Debate on “backdoors™ and tamper-resistant technology.
Some countries may block encryption technologies.

Deployment — issues in network management design,
development, management and usability.

Old hardware/ software and lack of technical resources may
hinder adoption.

Certificate/ key management.
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How Does ISOC Support?
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e (Goal: is to create an open-source hardware cryptographic
engine that...

> is of general use to the broad Internet community, covering needs
such as securing email, web, DNSsec, PKIs.

> can be built by anyone from public hardware specifications and
open-source firmware and operated without fees of any kind.

« Team: A loose international collective of engineers, funded
diversely and is administratively quartered outside the US.

 Visit: www.cryptech.is
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Let’s Encrypt Initiative (www.letsencrypt.org)

A free, automated, and open certificate authority (CA), provided by
the Internet Security Research Group (ISRG).

Key principles:

 Free: Anyone who owns a domain name can obtain a trusted certificate at
zero cost.

L Automatic: Software running on a web server can interact with Let’s
Encrypt to obtain a certificate, configure it for use, and automatically take
care of renewal.

L Secure: A platform for advancing TLS security best practices.

O Transparent: All certificates issued or revoked will be publicly recorded and
available for anyone to inspect.

L Open: The automatic issuance and renewal protocol will be published as an
open standard that others can adopt.

J Cooperative: A joint effort to benefit the community, beyond the control of
any one organization.
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Deploy360 — Support for Deployment

e Provide hands-on information on DNSSEC, DANE protocol
and TLS for applications.

o \Work with first adopters to collect and create technical
resources and distribute these resources.

« Content specific to: Network Operators, Developers,
Content Providers, Consumer Electronics Manufacturers,
Enterprise Customers

e Visit: http://www.internetsociety.org/deploy360

lgternet - _-"- Deploy360
nclﬂty \\:j F'rng ramme ln:eég?;@


http://www.internetsociety.org/deploy360

Reality Check

e “Everything is out in the open” does not work.

e Encryption will reduce the number of parties that will see
traffic but does not eliminate them — content provider,
browser vendor, proxy provider, corporate IT department.

e Choice of technology is voluntary and the capacity to
deploy/adopt a certain technology can depend where you are.

e Survelllance shifts but is not eliminated.

e Technical progress may have unwanted outcomes —
regulation to limit security, fragmentation, device control.
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