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Domain aftermarket and DNS 

• Status pages of domains (the domain is registered, but it is not delegated 

by registrant (registrar, hosting-provider) 

 

• Pages of expired domains (the contract for registration has being finished, 

but the domain is not removed yet from the register) 

 

• Domain parking pages (the domain is used for monetization and/or it is 

offered for sale) 
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Expire contracts 

Expire domain page 
Auction 

Parking 



Domain Aftermarket DNS features 
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Domain name resolving:  

• a lot of name per server,  

• wildcard support,  

• skip recursion. 

 

Domain name support: 

• a lot of changes per day (~n*1000 domains per day); 

• small zones.  

As a result: Separated DNS-servers 



Domain Aftermarket: Threats 
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Domain name resolving reliability:  

• DNS-amplification attack; 

• Domain Generation Algorithm attack;  

• «Diving»; 

• Flood. 

Domains Reincarnation : 

• SEO; 

• “Bad” Domains.  

As a result: Separated DNS-servers 



.TR under fire (DNS amplification) 

Start point: 14 December  

Duration:  3 weeks.  

Characteristics:  

- 185000 q/s per server 

- 220 Gbs per channel.  

Type:  DNS-amplification DDoS (from 10 150 times).  

Why: open resolvers, 25% inside .TR.  

Target:  

- .TR; 

- .TR registry. 
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Атака на Root (30 November 2015) 
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• A-Root - 5.2 mlnq/s 

 

 



Атака на Root (30 November 2015)(RIPE Atlas) 
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MSK-IX DNS-HOSTING 
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Russian Nodes: 
1.Moscow 

2.St Petersburg 

3.Ekaterenburg 

4.Novosibirsk 

5.Kazan 

6.Samara 

7.Vladivostok 

8.Rostov-Don 

9.Stavropol 

Nodes Outside Russia: 
1.New York 

2.Los Angeles 

3.São Paulo 

4.Hong Kong 

5.Singapore 

6.Praha 

7.Amsterdam 

8.Frankfurt 

9.Astana 

10.Kharkov 

Серверы имеют  IPv4/IPv6 

адреса в AS-ах: 42385, 

43832. 

DNS-geo-anycast-cloud MSK-IX: 

 

ru. 345600 IN NS f.dns.ripn.net. (Америки) 

ru. 345600 IN NS b.dns.ripn.net. (Россия) 

ru. 345600 IN NS e.dns.ripn.net. (Европа) 

ru. 345600 IN NS d.dns.ripn.net. (Азия) 

ru. 345600 IN NS a.dns.ripn.net. (Москва+Питер) 



DNS Stats & Netoscope 
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across-in-monday.ru	1	0	0
allandscene.ru	1	0	0
already-mental.ru	1	0	0
apartrocky.ru	1	0	0
assassin-hunch.ru	1	0	0
assaultseal.ru	1	0	0
authority-deal.ru	1	0	0
authority-intend.ru	1	0	0
becausewhenever.ru	1	0	0
bellywrapbody.ru	1	0	0
bomb-promise.ru	1	0	0
breathbusiness.ru	1	0	0
bus-cab-ginger.ru	1	0	0
cheremyha.ru	0	1	0
chew-action.ru	1	0	0
chewfireanymore.ru	1	0	0
coolelbowalright.ru	1	0	0
darlingcough.ru	1	0	0
discoverbeyond.ru	1	0	0
dragonbettraffic.ru	1	0	0

56/2219 

Expire 

Domains 
Домен Кол-во запросов Домен Кол-во запросов 

kxkgdsep.ru 470 895 911 nic.ru 274 912 349 

prokatavto59.r

u 
64 378 541 mail.ru 188 273 961 

prokatvaz.ru 63 861 347 reg.ru 156 787 550 

… cdnvideo.ru 142 790 748 

… net.ru 130 389 234 

… … 



Resume 
• DNS architecture for domain aftermarket has some features 

• DNS amplification attacks and DGA attacks are still popular 

• Aftermarket DNS service is in the Group of risk. 

• Aftermarket DNS service should be supported by anycast 
infrastructure. 

• Professionals are ready to help you (msk-ix.ru) !  

• Test any expired domain or domain for sale on the Netoscope.ru 
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Вопросы? 
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