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Domain Aftermarket DNS features

Domain name resolving:

* alot of name per server,
» wildcard support,

* skip recursion.

Domain name support:
* a lot of changes per day (~n*1000 domains per day);

e small zones.

As a result: Separated DNS-servers
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Domain Aftermarket: Threats

Domain name resolving reliability:

* DNS-amplification attack;
 Domain Generation Algorithm attack;
o «Diving»;

* Flood.

Domains Reincarnation :

« SEO;

« "Bad” Domains.

As a result: Separated DNS-servers
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TR under fire (DNS amplification)

Start point: 14 December

Duration: 3 weeks.

Characteristics:

- 185000 g/s per server

- 220 GDbs per channel.

Type: DNS-amplification DDoS (from 10 150 times).
Why: open resolvers, 25% inside .TR.

Target:

- L IR;

- .TR registry.
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ATtaka Ha Root (30 November 2015)

« A-Root - 5.2 mIng/s
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ATtaka Ha Root (30 November 2015)(RIPE Atlas)
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MSK-IX DNS-HOSTING

Russian Nodes:
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DNS-geo-anycast-cloud MSK-IX: Cat-Mayny 2.Los Angeles
j 3.5a0 Paulo
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DNS Stats & Netosc

MacBook-Air-tanariff-2:~ paul% dig @d.dns.ripn.ne

: <=z DiG 9.8.3-Pl <<=> @d.dns.ripn.net kxkgdsep
: {1 server found)

t kxkgdsep.ru ns

INPOCOB

across-in-monday.rufll:

« FU N5

e S

allandscene.rulll:

already-mental.rulflG
apartrocky.ruffl[:

56/2219

Expire
Domains

2 349

global options: +cmd

Got answer:

-=>HEADER=<- opcode: QUERY, stat
Tlags: qr rd; QUERY: 1, AMSWER:

WARNING: recursion reguested but

++ OUESTION SECTION:

s kxkgdsep.ru. IN
s AUTHORITY SECTIOM:

kxkgdsep.ru. 345688 IN
kxkgdsep.ru. 2456088 IN
kxkgdsep.ru. 245608 IN
s Query time: 224 msec

SERVER: 194.190.124.17#53(194.19
B BB:23:29 2016
117

v e
:: WHEM: Tue Sep
s MSG S5IZE  rowvd:

MacBook-Air-tanariff-2:~ paul% dig

; <==> D1G 5.8.3-P1l <<=> @nsi.Treed
: (1 server found)
global options:
Got answer:

E s +cmd

Verify domains:
Netoscope.ru;
Whois;

Dig.

Before registration!

s+ —>>HEADER<<- opcode: QUERY, stat
;3 Tlags: qr rd; QUERY: 1, ANSWER: 8, AUTHORITY:
s 7 WABMING: recursion reqguested but not available

;3 OUESTION SECTION:

s Kxkgdsep. ru. M NS
:; Query time: 2084 msec

SERVER: 1@8B8.59.2.228#53(108.59.2.228)

6 8@:24:15 2016

29

’
:: WHEM: Tue Sep
M5G 5IZE rcwvd:

|

created: 20151212
paid-till: 2016.12.12
free-date: 2017.01.12
source: TC

B, ADDITIONAL: 8

" (LSRRI

Last updated on 2016.09.05 23:46:32 M5K

B nomeHe neznana.ru
y4acTHMKaMK NpoekTa
3aPUKCMPOBaHbl TUMb
3N0Bpenos:

- CMnamMm

Coobwmnre 0 3noepepe!

A
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Resume

« DNS architecture for domain aftermarket has some features
- DNS amplification attacks and DGA attacks are still popular
« Aftermarket DNS service Is In the Group of risk.

« Aftermarket DNS service should be supported by anycast
Infrastructure.

« Professionals are ready to help you (msk-ix.ru) ©!

« Test any expired domain or domain for sale on the Netoscope.ru
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